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Abstract

The Internet of Things (IoT) has emerged as a transformative technology that is revolutionizing various
industries and everyday life. This study aims to explore current trends and challenges in 10T research and
publication. The research method employed in this study begins with a blind search across various
international journal databases, followed by ranking the minimum and maximum percentages of each loT
subject. The journal databases used include IEEE, Science Direct, Taylor and Francis, and NATURE.
Subjects with minimal rankings or 10T journal topics with the lowest percentages in each database were then
reviewed based on predetermined filters. The blind search results revealed that 10T subjects with the lowest
percentages were 10T Smart Farming at 0.87%, 10T Smart Bin at 1.54%, and loT Smart Water at 2.73%. A
review was subsequently conducted on journals covering 10T subjects to identify trends and challenges
related to techniques, tools, and objects in the subjects with the lowest percentages.

Keywords: Challenges, IoT Subject, Trands,

@ 2025 Information Technology Education FT UNG

INTRODUCTION

IoT is a system that enables various ordinary devices to connect to the internet to
achieve diverse goals. The Internet of things (IoT) describes the network of physical
objects “things” that are embedded with sensors, software, and other technologies for the
purpose of connecting and exchanging data with other devices and systems over the
Internet (Bhimrao Shendge, 2021). With the highly diverse functions of 10T, it is essential
to understand the current progress and research related to the subject of I0T. Although the
concept of 10T has existed for a long time, it is known that many suggestions regarding this
technology, such as low-cost low-power sensors, cloud and advanced computing, machine
learning, and data analytics, have made it one of the most important technologies of the
twenty-first century (Debnath & Chettri, 2021). To address the current challenges, it is
necessary to outline the trends and challenges related to the 10T subject. By proactively
addressing these challenges, the full potential of 10T can be realized while ensuring a
secure, operable, and socially acceptable 10T ecosystem (Yagoob et al., 2017).

This journal aims to identify: (i) the percentage of journals published in each
international journal database; (ii) trends related to techniques, tools, and objects in 10T
subjects; (iii) and challenges related to 10T subjects with the lowest ranks in each journal
database. Given the rapid development and diverse applications of 10T, it is important to
systematically review these trends and challenges. Identifying key research topics and
relevant publication platforms is crucial for researchers who want to make meaningful
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contributions in this dynamic field. This paper focuses on the analysis of 10T subjects,
publication trends across major databases, as well as the challenges and opportunities faced
by researchers, providing a comprehensive overview for future studies and technology
development.

REASEARCH METHOD

In this study, several stages of journal review are applied. Below is an illustration of the
journal review process stages.

Research Search Eilteri Data
Quastion Tarm tenng Analysis

Figure 1. Research Method
The figure above illustrates the steps of the research method to achieve the research
objectives, which consist of:

1. Determining the research boundaries based on the research question (RQ): The
formulation of the RQ is aligned with the research objectives, and in this study, three
research questions are created, which will be explained in the next section.

2. Search Term: These research questions assist in selecting articles and determining the
rank of the 10T subject.

3. Filtering articles from online databases is conducted in two stages: The first stage,
called filtering B1, is based on the subject rank and publication year, while filtering B2
involves analysis the content of the articles to answer the research questions.

4. Data Analysis: Once relevant articles are obtained for this study, data analysis is
carried out by calculating data percentages. The results of the percentage data analysis
and presented in a table to explain the review.

A. Databased Journal

In this study, several internationally recognized journal databases were used as sources
to find articles related to the subject of the Internet of Things (1oT). The selected databases
include IEEE, Taylor & Francis, Nature, and ScienceDirect. These databases are popular
and credible platforms for IoT topics, offering access to cutting-edge research across
various fields of science. This approach refers to methodologies previously applied in other
studies, which utilized international journal databases to conduct systematic reviews or
comprehensive evaluations of relevant literature (Nadifa et al., 2022). By selecting these
databases, it is expected to identify high-quality articles and gain comprehensive insights,
thereby supporting the validity and accuracy of the research findings.

B. Research Question

The template is used to format your paper and style the text. All margins, column
widths, line spaces, and text fonts are prescribed; please do not alter them. You may note
peculiarities. For example, the head margin in this template measures proportionately more
than is customary. This measurement and others are deliberate, using specifications that
anticipate your paper as one part of the entire proceedings, and not as an independent
document. Please do not revise any of the current designations.
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C. Search Terms
Table 1. Subject of Search Term

No. SUBJECT

1 0T Network

2 10T Sensor

3 lIoT Data

4 0T Security

5 loT Gateway

6 0T Architecture
7 lIoT Edge

8 0T Healthcare

9 loT Monitoring
10 1oT Smart City
11 10T Smart Energy
12 10T Smart Grid
13 10T Smart Farming
14 loT Smart Water
15 10T Smart Bin

Search terms refer to the keywords used to search for journals related to 10T subjects as
search terms. From these search terms, data is obtained on the number of journals from
each journal database, namely IEEE, Springerlink, Nature, and Science Direct, which are
then used to determine the percentage and ranking of each subject across all the mentioned
journal databases. Table 1 presents the 15 10T subjects used as search terms.

D. Filtering

Filtering at this stage is carried out in two steps. The first step (B1) involves filtering
journals from loT subjects with the lowest ranking in each journal database based on
searches from the last 5 years. The second step (B2) involves filtering by answering each
research question that has been previously formulated in the research questions.

E. Data Analysis

Data analysis is performed using percentage and ranking formulas. The percentage
is used to determine the comparison of each subject in the journal databases. Then, ranking
is done to determine the highest and lowest-ranked subjects, which will then be used to
select journals for the filtering stage. After the journals passing the first filtering are
selected, data analysis will be conducted to answer the research questions that have been
set.
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RESULT AND DISCUSSION
Table 2. Max and Min Ranking of Subject

Based On Subject  Rank Persentase
/Databased Journal
Max IOT Data

10T
Network
I0T 3 10,50%
Sensor

Min 10T 1 0,87%
Smart
Farming
10T 2 1,54%
Smart
Bin
I0T 3 2,73%
Smart
Water

[EEN

15,94%
14,93%

N

Table 2 is generated from a blind search to determine the percentage of each subject in
the journal databases. It is found that there are four loT subjects with the lowest
percentages: 10T Smart Farming at 0.87%, 10T Smart Bin at 1.54%, and loT Smart Water
at 2.73%. These results can be considered for future research to select 10T subjects that are
less studied, increasing the chances of journal publication and making a more meaningful
contribution to these subjects. Topics with minimal rankings also present unigue
challenges in finding references, although their novelty is greater. Therefore, this study
also needs to examine 10T subjects based on each database, as this will help researchers in
finding references related to broader 10T subjects.

Based on Table 3, the ranking of 10T subjects by database, the rankings are divided into
two categories: minimal and maximal rankings. The minimal ranking represents loT
subjects with the smallest percentage out of the total 15 loT subjects, while the maximal
ranking refers to the top three rankings in each database.

A. Filtering Journal

After determining the ranking of each 10T subject, the results are used to identify
journals that will be used as samples for analyzing the research questions. At this stage,
journals are also filtered based on the last five years, with minimal rankings in each journal
database.

From filter A1, 20 journals were found in each journal database based on 10T subjects
with minimal rankings. Next, an analysis will be conducted on the journals that passed
filter Al to proceed to filter A2 by analyzing the Research Questions.
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Table 3. Max and Min Ranking of Subject Based Databased Journal

Based On Subject Subject Rank Persentase
Max Science 10T Data 1 15,33%
Direct IOT Network 2 13,62%
10T 3 10,78%
Monitoring
IEEE IOT Network 1 25%
IOT Data 2 20,92%
I0T Sensor 3 11,28%
Taylor 10T Data 1 13,60%
and  ]OT Sensor 2 12,22%
Francis 10T Network 3 11,78%
Nature 10T Data 1 17,91%
IOT Network 2 12,98%
10T 3 9,95%
Monitoring
Min Nature IOT SmartBin 1 0,49%
IOT Smart 2 0,66%
Farming
10T Gateway 3 1,08%
Taylor IOT Gateway 1 1,25%
and  1OT Smart Grid 2 1,85%
Francis 10T Smart 3 2,30%
Farming
IEEE IOT Smart 1 0,33%
Water
IOT Smart Bin 2 0,40%
IOT Smart 3 0,46%
Farming
Science 10T SmartBin 1 0,73%
Direct IOT Smart 2 0,74%
Farming
IOT Gateway 3 2,02%

There are four research questions used to conduct a journal review analysis based on
topics with the lowest rankings in each database. The following is the analysis review for
each research question.

Based on Table 4, it is shown that 17 journals are used as samples to be analyzed
based on the results from the previous stage. The following is the final stage, which
involves the analysis of the research question.
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Table 4. Filtering Journal

Databased B1 B2

IEEE [51I6][71[8][°] [5116][71[8][°]
Science  [10][11][12][13][14] [10][11][12][13][14]

Direct

NATURE [15][16][17][18][19] [15][16][17][18][19]
Taylor [20](Oh & Lu, [20](Oh & Lu,

and 2023)[22][23] 2023)[22][23]
Francis

a. RQ1: What are the Trends/Strengths of the Research?

The following are the trends observed from the journal analysis results: Reducing
the power consumption of loT gateways by using the Discontinuous Reception (DRX)
mechanism in 5G networks, Federated blockchain is implemented to enhance security,
efficiency, and privacy in inter-device communication across different domains, and
Scheduling techniques (BGP) and aggregation at sensor nodes can achieve significant
reductions in energy consumption and network traffic.

In this case, the trend refers to the analysis related to the techniques and objectives
of the research conducted. To better understand the results of the trends highlighted in
the aforementioned studies, the discussion and results in this research can be used as a
reference.

b. RQ2: What are the Limitations of the Research?
The following are the trends observed from the journal analysis results: It is known
from the analysis of the research questions related to the research limitations that a
frequently mentioned issue is the lack of simulation or real-world implementation
details. The focus is on energy consumption, but other aspects such as scalability,
security, and data integrity in I0T gateways could be explored further.

c. RQ3: What are the Conclusions of the Research?
The following are the trends observed from the journal analysis results: For the
analysis of the research questions related to the research conclusions, various
conclusions were found, ranging from an improvement in the techniques used in terms
of percentages, to several research variables that were not aligned with the techniques
used in the study.

d. RQ4: What are the Challenges for Future Research?

The following are the trends observed from the journal analysis results: The analysis
results related to the research question challenges for future research include the need to
explore scalability, security, or data integrity at the gateway, integration with other
technologies, exploring framework integration, and authenticated encryption schemes such
as AHEAD to address the simultaneous need for device authentication and data encryption.
Among the challenges mentioned above, these can be used to evaluate and compare future
research to make the research outcomes more meaningful.

CONCLUSION

Based on the research results and the discussion presented earlier, it can be concluded
that this study provides an overview of the currently popular 10T subject, which is also
discussed within the framework of subjects based on four international journal databases.
From this research, the next study will focus on one specific topic for a deeper analysis of
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that subject, applying techniques, and developing more meaningful research that will open
up greater opportunities for journal acceptance in the available journal databases.
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